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ABSTRACT 

Web applications are at the center of the digital environment, but also the greatest targets for exploitation of 

vulnerabilities such as SQL Injection (SQLi), Cross-Site Scripting (XSS), Cross-Site Request Forgery (CSRF), and 

Server-Side Request Forgery (SSRF). 

High-profile exploits involving the Equifax data breach (2017) via SQL Injection, the Yahoo Mail XSS site attack 

(2013) resulting in user session compromise, the CSRF vulnerability affecting GitHub (2019) authorizing behaviour 

in repositories, and the Capital One SSRF exploit (2019) that compromised over 100 million customer records 

exemplify how destructive exploits in these attack vectors can become. 

Legacy signature-based web application firewalls (WAFs) and static rule engines often fall short of effectively 

detecting evolving or obfuscated attack payloads. 

AI and ML can circumvent these limitations by providing adaptive, context-aware detection that is able to detect both 

known and zero-day threats. 

The objective of this paper is to survey AI-based defense mechanisms to serious web vulnerabilities using supervised, 

unsupervised, and deep learning techniques like Convolutional Neural Networks (CNNs), Long Short-Term Memory 

(LSTM) networks, and autoencoders. 

It reviews the benchmarked results of AI-based defense mechanisms in recent research, links each web vulnerability 

to the best model of AI techniques, and proposes a layered architecture that implements heuristic filters and AI-based 

anomaly detection. 

Findings show that hybrid AI-enabled WAFs can achieve accuracies exceeding 95 % while maintaining scalability, 

drift awareness, and real-time adaptability against emerging web threats. 

Keywords: Artificial Intelligence; Web Application Firewall; Cybersecurity; SQL Injection; Cross-Site Scripting; 

CSRF; SSRF; Deep Learning. 

1. Introduction 

Web applications have become the central medium through which most organizations connect with their customers 

and partners—handling everything from financial transactions to social interactions. This constant exposure, however, 

opens a wide attack surface that malicious actors are quick to exploit. According to the OWASP Top 10, vulnerabilities 

such as SQL Injection (SQLi), Cross-Site Scripting (XSS), Cross-Site Request Forgery (CSRF), and Server-Side 

Request Forgery (SSRF) remain among the most dangerous threats facing web systems today. 
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Conventional security measures—like static rule sets, manual input validation, and signature-based Web Application 

Firewalls (WAFs)—offer some protection but often fail against modern attack techniques. They struggle to recognize 

polymorphic or encoded payloads and tend to generate excessive false positives, making it difficult to distinguish 

genuine users from attackers. 

In contrast, AI-driven defense mechanisms introduce adaptability. By analyzing traffic patterns and learning from 

data, these systems continually refine their understanding of normal and abnormal behavior. Over time, such self-

learning models evolve to detect unfamiliar or disguised attack attempts that would easily bypass traditional filters. 

For example, LSTM and CNN models can analyze payload sequences and behavioral features to detect malicious 

intent even in obfuscated inputs. Studies in Sensors (2023) and IEEE Access (2024) show that AI-augmented WAFs 

can achieve >95% accuracy for detecting SQLi, XSS, CSRF, and SSRF attacks [1][4]. 

This paper consolidates recent research, presents empirical evidence, and proposes an AI-based defense blueprint 

integrating hybrid detection, automated retraining, and explainability for real-world scalability. 

 

Figure 1: The Conceptual diagram of the AI impact on Cybersecurity. 

2. Overview of Web Application Vulnerabilities 
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Figure 2: Cyber-attack types 

2.1 SQL Injection (SQLi) 

SQLi remains one of the most prevalent threats, enabling attackers to manipulate backend databases through crafted 

input. In 2017, the Equifax breach exploited a SQLi vulnerability to access sensitive data. 

AI-based approaches, including Random Forest, CNN, and LSTM classifiers, learn to differentiate between benign 

and malicious queries by analysing token patterns, entropy, and structural deviations [2][3]. 

2.2 Cross-Site Scripting (XSS) 

XSS allows attackers to inject malicious scripts into trusted websites. The Yahoo Mail XSS attack (2013) 

demonstrated its capacity for mass exploitation. 

Deep learning models such as CNNs and Bi-LSTMs capture semantic relationships and encoding irregularities, 

outperforming rule-based filters with >94% precision [4]. 

2.3 Cross-Site Request Forgery (CSRF) 

CSRF manipulates a victim’s browser into performing unintended actions on authenticated sessions. The GitHub 

CSRF vulnerability (2019) highlighted the risk of unauthorized access to repositories. 

Machine learning techniques analyse referrer headers, token presence, and session flow using RNN and Gradient 

Boosted Decision Trees (GBDT) to detect forged requests with high confidence [5]. 

2.4 Server-Side Request Forgery (SSRF) 

SSRF enables an attacker to make unauthorized server-side requests, often targeting internal networks. The Capital 

One breach (2019) exploited SSRF in AWS metadata service requests. 
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AI systems employing autoencoders and Random Forests monitor outbound request patterns and detect anomalies 

in URL structures, IP ranges, and request destinations [6]. 

3. AI-Driven Defense Mechanisms 

3.1 Machine Learning Approaches 

Supervised ML models—such as SVM, Random Forest, and Gradient Boosting—use lexical and statistical features 

from HTTP requests to detect anomalies. They provide interpretable results and are efficient for WAF integration. 

3.2 Deep Learning Approaches 

CNNs and LSTM networks model sequential and contextual relationships, capturing encoded or obfuscated payloads 

invisible to signature-based systems. LSTM models are particularly effective in identifying sequential patterns in 

SQLi and CSRF. 

3.3 Unsupervised Anomaly Detection 

Autoencoders, Isolation Forests, and K-means clustering detect previously unseen attacks by learning normal 

traffic distributions and flagging outliers—especially effective for SSRF and novel XSS payloads. 

3.4 Hybrid Frameworks 

A tiered architecture combining rule-based filters for known attacks and AI inference layers for unknown threats 

minimizes false positives and improves scalability. Such systems retrain periodically using new data collected from 

blocked or suspicious traffic. 

4. Mapping Vulnerabilities to AI Defences 

Table 1. AI-Driven Mitigation Strategies for Major Web Vulnerabilities 

Vulnerability AI Features 
Preferred 

Models 
Mitigation Strategy 

SQL Injection 
Query structure, token frequency, SQL 

keyword entropy 

CNN / RF / 

LSTM 

Sanitize inputs; block anomalies; 

alert SOC 

XSS 
Script patterns, encoded tags, JS keyword 

context 
CNN / Bi-LSTM 

Encode outputs; enforce CSP; 

remove scripts 

CSRF 
Missing tokens, abnormal referer/session 

patterns 
RNN / GBDT Token validation; session isolation 

SSRF 
Internal IPs, abnormal outbound request 

destinations 

Autoencoder / 

RF 

Restrict internal access; enforce 

allowlists 

 

5. Literature Evidence 

Numerous peer-reviewed studies validate AI’s role in mitigating web vulnerabilities: 

• SQL Injection: A 2022 Journal of Cybersecurity & Privacy review analyzed 36 studies, showing LSTM 

and ensemble models achieving 97% detection accuracy [2]. 

• XSS: The DeepXSS model (ACM 2018) used deep learning on payload corpora, reaching F1-scores above 

95% [3][4]. 
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• CSRF: A 2024 IEEE Access paper achieved 95.2% F1 using RNN-GBDT hybrids for referer anomaly 

detection [5]. 

• SSRF: A Computers & Security 2023 study used autoencoders to detect internal IP anomalies, attaining 

93.8% accuracy [6]. 

Table 2. Common Datasets Used for AI-Driven Web Security 

Dataset Focus Area Description Referenced Study 

CIC-IDS-2019 SQLi / XSS HTTP flow and injection dataset [1][2] 

CISC-XSS Corpus XSS Encoded payload dataset [4] 

CSRF-SimSet CSRF Synthetic HTTP sessions for token anomalies [5] 

SSRF-Eval 2023 SSRF Simulated internal vs external requests [6] 

 

Table 3. Performance of AI Models in Vulnerability Detection 

Study Attack Type Model Accuracy / F1 Source 

Bhusal et al., 2023 SQLi/XSS Bi-LSTM 97.6% / 0.94 Sensors [1] 

Alghawazi et al., 2022 SQLi RF / CNN 96.2% / 0.93 J. Cybersecurity & Privacy [2] 

El Hajj et al., 2024 CSRF RNN / GBDT 95.2% F1 IEEE Access [5] 

Shen & Mitra, 2023 SSRF Autoencoder 93.8% Acc. Computers & Security [6] 

 

6. Proposed AI Defense Architecture 

A three-tier AI-WAF architecture is proposed: 

1. Edge Layer: Lightweight Random Forest or SVM classifiers provide real-time inference (<3 ms). 

2. Application Layer: Deep learning models (CNN/LSTM) analyze complex payloads and request sequences. 

3. Runtime Layer: RASP (Runtime Application Self-Protection) integrates anomaly detectors with self-

healing mechanisms. 

Components: 

• Tokenizer & Encoder for HTTP normalization 

• Model Orchestrator for pipeline routing 

• Feedback Loop for drift detection and retraining 

• Explainability Module using token saliency for SOC review 
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7. Evaluation Metrics 

To ensure reliability: 

• Offline Metrics: Accuracy, Precision, Recall, F1, AUROC 

• Online Metrics: False Positive Rate (<1%), Mean Detection Latency (<3 ms) 

• Operational KPIs: Reduction in exploit attempts, model drift rate, retraining success rate 

8. Challenges and Future Research 

Key challenges include: 

• Dataset Imbalance: Real-world traffic data scarcity. 

• Concept Drift: Attack evolution reduces model reliability. 

• Adversarial ML: Attackers crafting model-bypass inputs. 

• Explainability: Lack of transparent reasoning behind AI decisions. 

Future research should focus on: 

• Federated learning for cross-organization model sharing. 

• Adversarial trained WAFs using mutation-based augmentation. 

• Integration of Large Language Models (LLMs) for automated signature synthesis. 

• Explainable dashboards bridging AI and human analyst collaboration. 

9. Conclusion 

AI-driven defenses have revolutionized web application security by enabling adaptive and intelligent mitigation. 

Models like LSTM, CNN, and autoencoders deliver high accuracy across major vulnerabilities including SQLi, 

XSS, CSRF, and SSRF. 

By integrating these models into layered, retrainable architectures, organizations can achieve real-time threat 

detection, low false positives, and scalable protection. 

As AI continues to evolve, the convergence of deep learning, explainability, and federated intelligence will shape the 

next generation of secure, self-learning web defense systems. 
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